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Abstract— Recently, the amount of confidential information that stored within the Cloud has been largely increased. Thus, the issue of security be-
came more important than before.   The data and services of cloud have been rabidly spread to support the expandable and secure data centers. How-
ever, these centers can be easily hacked at any time and from anywhere. With the increase of cloud users, the number of malicious activates on the 
cloud has been also increased. Thus, the need to ensure the safety of information that being exchanged between the users and the cloud became more 
significant. Many security and authentication techniques have been proposed to secure the exchanged data. These techniques aim to keep the authenti-
cation, privacy and reliability levels of data.  In this paper, a simple model for data protection has been proposed. A new algorithm has been proposed to 
secure the stored data within the cloud. RC5 and AES algorithms have been used within this algorithm to increase the level of security and complexity, 
thus the attackers cannot reach to the stored data. In addition, this proposed algorithm has been applied on a shopping website that designed within this 
work. The performance of this algorithm has been measured and compared with the performance of RC5 and AES algorithms. The level of security, the 
running speed, the level of complexity and the resistance against the known attacks have been used to measure the performance of these three algo-
rithms. The results indicated that the performance of this proposed algorithm was the best among the other algorithms. 
 

Index Terms— cloud computing, encryption, security, confidential information, privacy, authentication, reliability, running speed, aes, rc5..   

——————————      —————————— 

1 INTRODUCTION                                                                     
loud computing technology has been determined by the 
“National Institute of Standards and Technology (NIST)” 
as “a model for enabling a compatible and on-demand 

network access into a shared pool of configurable computing 
resources”. These computing resources may be; multi-
networks, storage devices, servers, applications, and other ser-
vices [1]. In addition, cloud computing has been considered as a 
new version of computing, where effective and easily virtual-
ized resources are supplied as free tools over the web. Recently, 
this technology became used in many fields due to its im-
portance.  Large number of professional experts expected that 
the cloud computing will reform the structure of “Information 
Technology (IT)” approaches and the IT system environment 
[2].   
 
In general, cloud computing are used for enabling large num-
ber of users and subscribers to access into the data and appli-
cations that stored on the cloud. Thus, the use of cloud compu-
ting should enhance the computing system, IT system and the 
quality level of the provided services. In addition, the services 
provided by cloud computing technology should effectively 
meet the standards and requirements of users [3]. 
 
Clouds can be categorized according to the owner into four 
main types, which are [4];  
 

 Public Cloud; which is the most common type of 
cloud computing, where services are easily available 
to the general public. Within this type, the clients, in-
dividuals or firms can access to these services over the 
web at any time and from anywhere. This type is im-

plemented by the large firms to store large amount of 
data. There are many service providers for this type 
such as; Google, Microsoft and Amazon.  

 
 Private Cloud: this type is known as internal cloud, 

which is implemented within the infrastructure of 
private business or organization. This private infra-
structure is integrated with the cloud set-up structure. 
In addition, private clouds used in the big companies 
and government institutions, where they like to store 
their data in a well-organized environment and in a 
secured place.  
 

 Hybrid Cloud: this type represented by the integra-
tion of private and public clouds with each other. This 
type also allows firms to store the more critical data 
or the applications within the same firewall structure. 
Furthermore, hybrid type used to handle the less crit-
ical data that stored on the public cloud. 
 

 Community Cloud: By this type, the firms with sim-
ilar goals and vision are allowed to share their under-
lying framework and thereby increasing their out-
comes. In addition, community clouds allowing cost 
sharing property which can be formed by creating a 
virtual data center that derived from the virtual ma-
chines. 
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During the recent years, the use of cloud computing has been 
largely increased, thus the data stored within the cloud should 
be secured. At the beginning, data were encrypted at the cloud 
side only, so the users became fear from the loss of data or 
hackers activates. This reduced the number of users who 
wanted to store their critical data on the servers of the cloud 
[5] [6] [7]. To overcome this issue, the data became encrypted 
at the client side before sending them into the cloud side. This 
method prevents the exchanged data from loss, damaging and 
hackers’ activities.  
 
In this paper, a new encryption algorithm has been proposed 
to secure the data stored within the cloud. RC5 and AEs en-
cryption algorithms have been applied within this algorithm. 
Furthermore, this proposed algorithm has been applied on a 
shopping website that designed within this work. JAVA and 
SQL programing languages have been used to write the code 
of the proposed algorithm. This suggested model aims to pro-
tect the users’ data from the activities of the attackers.  
 
This paper has been organized as follow; in section II, many 
related works have been viewed and discussed. Where, the 
proposed algorithm has been discussed in section III. In sec-
tion IV, the data flow diagram and the platform of the sug-
gested system have been shown and discussed. After that, the 
results obtained from the achieved experiments have been 
viewed and discussed in section V. In section VI, a discussion 
has been performed to measure and evaluate the performance 
of the proposed algorithm, where, a summary about the entire 
work has been provided in section VII.    
 
 

2. Related Works 
 
The first appear of data encryption concept was in 1972 by 
IBM. Then, this concept had been adopted by the government 
of U.S. as a standard encryption technique.  The author in [8] 
proposed a symmetric encryption algorithm of key-block ci-
pher. This algorithm was based on the heterogeneous struc-
ture. The length of key that utilized within this algorithm was 
56-bit, while the length of text block was 64-bit. In addition, 
data can be encrypted by this algorithm through performing 
16 iterations for processing. 
 
Going to the year of 1987, Rivest designed ‘Cipher4’, which is 
a stream cipher from RSA Data Security. This designed meth-
od was the most common and fast symmetric key algorithm in 
that period. The length of keys within this method was ex-
tended between 1to 256 bits [9] [10]. Also, in 1991, Xuejia Lai 
and James Massey designed the “International Data Encryp-
tion Algorithm (IDEA)”, which can be considered as an en-
hancement for the proposed standard encryption. This sym-
metric algorithm was based on the substitution-permutation 
structure. In addition, the length of key within this algorithm 
was 128-bit, while the length of text block was 64-bits. The 
number of iterations that can be performed within this algo-
rithm was 8.5 iterations [11]. 
 

Furthermore, the Blowfish algorithm has been proposed by 
Bruce Schneier in 1993. This algorithm had simple and fast 
block encryption, which made it a suitable to be used within 
the “Secure Socket Layer (SSL)” protocol and other similar 
protocols. This algorithm had the heterogeneous structure, 
where the length of key was extended between 32 to 488 bits 
[12]. The authors in [13] presented ‘Cipher5’ algorithm, which 
is a symmetric block-cipher algorithm that designed by Rivest 
in 1994. This algorithm had been planned to be suitable for 
both hardware and software. The length of key within this 
algorithm extended between 0 and 2048 bits, while the num-
ber of iterations extended between 1- 255. 

 
 

Carlisle Adams and Stafford Tavares designed ‘CAST-128’ in 
1996, which is a block cipher algorithm that used in many ap-
plications. The utilized structure within this algorithm was 
heterogeneous structure, where the number of iterations that 
performed by this algorithm was extended between 12 and 16. 
In addition, ‘CAST-128’ algorithm utilized 64-bit block and 
length of key extended between 40-bit and 128-bit [14]. On the 
other hand, ‘3DES’ algorithm had been suggested and de-
signed in 1998. This algorithm utilized three different keys for 
encryption process. The total size of these keys was 168 bits, 
where all these three keys were symmetrical. The high security 
provided by this algorithm attracted the government of U. S. 
to use it [15].  
 
 
In 1998, Ron Rivest created ‘Cipher6’ algorithm, which had 
been derived from its predecessor ‘Cipher5’. The structure of 
this algorithm was the heterogeneous structure. In addition, 
four registers were used within this algorithm, thus it became 
able to perform many operations at the same time. The size of 
block that used within this algorithm was 128-bits; while the 
length of key may be 128-bit, 192-bit or 256-bit. The number of 
iterations that should be performed for data encryption was 20 
rounds [16] [17].   
 
The authors in [18] presented the block cipher ‘MARS’, which 
was designed by IBM in 1998. The heterogeneous structure 
had been used to design this block cipher. A key with length 
that extended between 128 and 256 bits had been used within 
this block cipher. However, the size of this block was128 bit.  
At the same year, Vincent Rijmen and Daemen designed “Ad-
vanced Encryption Standard (AES)” encryption algorithm. 
The heterogeneous structure had been used to design this al-
gorithm, where the number of iterations that should be per-
formed to encrypt the data was 10, 12 or 14 rounds. Also, this 
algorithm utilized keys with length extended between 128 and 
256 bit, while the size of block in this algorithm was 128 bit [8].    
 

3. THE PROPOSED ALGORITHM 
 

• RC5 Encryption Algorithm 
 

Cryptography is dividing into two main encryption tech-
niques, which are; asymmetric key encryption technique and 
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symmetric key encryption technique.  Within these tech-
niques, the secret keys are used to perform encryption and 
decryption processes. On the other hand, there are many 
symmetric key algorithms that used to secure the data like; 
RC6, RC5, RC4 and RC2 [19]. In this paper, RC5 algorithm has 
been used to perform the encryption process. RC5 is a fast 
block cipher, which is designed to be suitable for both soft-
ware and hardware implementation. Also, it is a parameter-
ized algorithm, where the block size, length of secret key and 
number of rounds are variable. This makes the level of securi-
ty and the characteristics of performance more flexible. The 
figure below illustrates the classification of cryptography 

Figure 1: categorization of cryptography, [19]. 
 
 

• AES Encryption Algorithm 
 

AES is the official encryption method adopted by “National 
Center for Standards and Technology (NIST)”. This algorithm 
has been largely used around the world, where it is consid-
ered as a safe method for the encryption. The appropriate 
length of key that used within this algorithm is the reason for 
its stability. Furthermore, AES is a symmetric block cipher, 
thus the same key is used for both encryption and decryption. 
The size of block that accepted by this algorithm is 128 bits, 
where three keys with 128, 192 and 256 bit length are used 
within this algorithm. The standard name for this algorithm is 
modified into AES-128, AES-192 or AES- 256 based on the 
length of key. At present, the most common key size likely to 
be used is the 128 bit key. On the other hand, the number of 
AES parameters depends on the length of key, where the 
number of rounds can be also determined based on this length 
[20].  
 

• Combination between CR5 and AES 
 

The proposed method in this paper presents a symmetric 
combination between two symmetric encryption algorithms; 
RC5 and AES algorithms. This method has been proposed to 
save the data stored on the cloud by providing the privacy 
and integrity to the users’ identities.  AES has been combined 
with RC5 to eliminate the restrictions in encryption process. 
RC5 with 128-bit block has been used in this method [5]. This 
proposed algorithm consists of three main stages which are; 

 Key expansion stage 

 Data Encryption stage  
 Data Decryption stage 

All these stages have been discussed in the following subsec-
tions. The figure below illustrates the block diagram of the 
entire suggested algorithm 
 

Figure 2: block diagram of the proposed algorithm. 
 

3.1 Key Expansion Stage 
Within this stage, the plaintext and user key are used to de-
termine the parameters of key expansion. Furthermore, the 
expanded key table array (S), which contains the random bi-
nary words are generated within this step. The binary words 
within this table are then used within the encryption and de-
cryption stages. The following parameters of RC5 and AES 
algorithms will be determined in this stage; 

 Number of words in key 
 Number of bytes in word 
 Number of registers 
 Number of rounds 
 Length of round key array 
 Bit shift value 

 
For this proposed algorithm, the values of RC5 coefficients 
have been determined as below; w = 32, r = 20 and b = (16, 24, 
and 32). Four 32-bit registers have been used within the im-
plementation, where a block with size 128-bit has been used. 
In addition, the number of iteration has been assigned to 20 
rounds. On the other hand, the value of bit shift for AES has 
been assigned to 5 bits, where the length of round key array 
has been set to 44 keys [21] [22].  
 

3.2  Encryption Phase 

 

Within this step, keys are generated from the information of 
user, where RC5 and AES algorithms have been applied to 
encrypt these generated keys. A key with b-bytes length is 
provided by the user; where additional zero bytes may be ap-
pended to this key. Then, the obtained plaintext will be stored 
as a series of c words with w-bit length. The lower order byte 
is stored as L[0], while the higher order byte is stored as L[c-1]. 
After that, the round key array will be constructed in this form 
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S [0 …... 2r + 3], where r represents the number of rounds. Fi-
nally, the stored key array will be encrypted by RC5 and AES 
algorithms to generate the encrypted keys [22] [23]. The figure 
below illustrates the block diagram of key generation process 
using RC5 and AES algorithms 
 

Figure 3: block diagram of key generation process using RC5 and 
AES 

 
Furthermore, the code of key generation process is shown be-
low, where both RC5 and AES are applied. In this method, c 
has been set to 4, which represents the number of registers. 
These registers have been represented by A, B, C and D sym-
bols. The first byte of plaintext has been placed in the least 
significant byte of register A, while the last byte of plain text 
has been placed in the most significant byte of register D. 
Thus, the arrangement of registers became as this; (A, B, C, D) 
= (B, C, D, A) 

Figure 4: the code of encryption phase using CR5 and AES. 
 
 
 

3.3 Decryption Phase 

Within this phase, the original information can be retrieved 
from the encrypted data. This process involved the same steps 
that in encryption process but in the backward. The figure 
below illustrates the block diagram of the decryption process.  

Figure 5: block diagram of decryption process. 
 
Furthermore, the code of decryption process is shown in the 
figure below, where both RC5 and AES have been applied. In 
decryption process, the input of decryption algorithm is repre-
sented by the initial output of the encryption process, where 
this output is stored in the four registers as a ciphertext. Also, 
the first byte of ciphertext has placed in the least significant 
byte of register A, while the last byte of ciphertext has been 
placed in the most significant byte of register D. 

Figure 6: decryption algorithm code. 
 
 
 
 

4. THE PROPOSED SYSTEM 
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An online shopping website has been designed to allow the 
users from doing their shopping online. The RC5 and AES 
algorithms have been used to secure the data of the users. 
Thus, the password of any user will be encrypted by these 
algorithms and this will secure the data stored within the 
cloud from the attacker activities. The algorithm of this system 
has been written by Java and ASP programming languages, 
where this algorithm represents the encryption and decryp-
tion processes. The entire algorithm has been shown in Ap-
pendix A. 
 

4.1 Data Flow Diagram of the proposed System 
 
Data flow diagrams are one of the three essential perspectives 
of “Structured Systems Analysis and Design Method 
(SSADM)”. The sponsor of a project and the end users will 
need to be briefed and consulted throughout all stages of a 
system's evolution. With a data flow diagram, users are able to 
visualize how the system will operate, what the system will 
accomplish, and how the system will be implemented. For this 
system, the diagram of data flow is shown in the figure below. 

Figure 7: data flow diagram for the proposed system. 
 

 
4.2 System Platform 

 
 The bitnami “Xampp Control Panel as a Platform (XAMPP)” 
has been used within this system. This platform provides the 
users with the latest versions of their favorite applications and 
development stacks. Also, XAMPP supports Windows, Mac 
OS X, Linux, VMware and VirtualBox. Furthermore, it sup-
ports many popular cloud platforms such as; “Amazon Web 
Services (AWS)”, Microsoft Azure and Google Cloud Plat-
form. This platform has been used within this system to create 
the shopping database. The database of shopping has been 
saved in XAMPP folder. 
 
After creating the XAMPP folder, the website has been run by 
choosing the internet explorer browser and writing in the 

search panel “Localhost/xampp/shopping”. The interface of 
the designed website has been appeared as below;  
 

Figure 8: the interface of the designed website. 
 
5 THE OBTAINED RESULTS 
 
In this section, the performance of the proposed algorithm has 
been measured and compared with the performance of RC5 
and AES algorithms. The time that required for encrypting 
and decrypting the password has been measured with respect 
to the size of this password. The number of bits within the 
passwords has been increased to measure the relationship be-
tween the size of the password and the time required for en-
cryption and decryption. The performance of RC5, AES and 
the proposed algorithm is shown in the figure below; 
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Figure 9 : time required to encrypt data in RC5, AES and the 
proposed algorithm 

 
As shown from the figure above, the new proposed block ci-
pher algorithm spends few seconds more than the other algo-
rithms; this means that it does not take long time. Thus, the 
new proposed algorithm is very robust and located within the 
acceptance range. 
 
Furthermore, the time required to decrypt different passwords 
with different sizes is shown in the figure below, where this 
time has been measured for RC5, AES and the new proposed 
algorithm.  

Figure 10: time required to decrypt data in RC5, AES and the pro-
posed algorithm. 

 
As shown form the figure above, the proposed algorithm has 
behavior is likely to the other two algorithms. In addition, the 
time required for decryption in this algorithm is approximate-
ly equal to that required by RC5 and AES algorithms. This 
means that this new algorithm located within the acceptance 
range among many algorithms.  
 
Furthermore, the time required to perform the encryption and 
decryption processes has been measured for passwords with 
8, 15 and 19 bit size. This time has been measured for RC5, 

AES and the proposed algorithm. The results of these meas-
urements are shown in the table below.  
 
Table 1: time required for encryption and decryption in RC5, AES and 

the proposed algorithm. 
 
 

 
6 DISCUSSION 
 
This system has been proposed to increase the security level 
for the data stored in the cloud. Thus, the RC5 and AES algo-
rithms have been applied within this system for this purpose.  
The performance of this proposed system has been compared 
with the performance of RC5 and AES algorithms. Based on 
the obtained results, the performance of the new algorithm 
overcomes the performance of the other two algorithms. This 
can be confirmed through the speed of this algorithm, the re-
sistance against the known attacks, the level of security and 
the complexity level. The results indicated that the complexity 
of encryption or decryption operations depends on the length 
of key or the block size. Furthermore, the results proved that 
the proposed algorithm achieved suitable speed, high security 
level and high resistance against the known attacks as com-
pared with the other two algorithms.   
 
7 CONCLUSION AND FUTURE WORKS 
  
A new algorithm has been proposed to enhance the level of 
security for the data stored within the cloud. This algorithm 
has been applied on a shopping website, which has been de-
signed within this work. RC5 and AES algorithms have been 
integrated and used within this algorithm to encrypt and de-
crypt the data of users. The suggested algorithm and the pro-
posed system have been explained and discussed within this 

Pass-
word 
Size 

Operation Run-
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time in 
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(sec.) 

Running 
time in RC5 

(sec.) 

Running 
time in 
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15 
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paper. The performance of this new algorithm has been meas-
ured and compared with the performance of RC5 and AES 
algorithms. The level of security, the speed of running algo-
rithm, the complexity and the resistance against the known 
attacks have been used to measure the performance of these 
three algorithms. The results indicated that the performance of 
this proposed algorithm was the best among the other algo-
rithms. Furthermore, this algorithm provides the following 
features; 
 

 The proposed algorithm enhances the confusion 
and diffusion criteria that face the stases the com-
plexity degree against the attacker task by consum-
ing more time to achieve the analytical process. 

 The proposed algorithm is different from the other 
algorithms by using different; initial permutation, 
final permutations, round permutations and round 
content.  

 The proposed algorithm increases the randomness 
of the used secret key by expanding the original 
key through the stream generator. This provides 
higher randomness as a new long secret key with 
higher randomness property. 
 

Finally, this algorithm can be enhanced by adding another 
encryption technique to increase the security level and to pre-
vent the hacker’s activities. Also, other features can be added 
to the proposed algorithm to protect the entries between 
cloud, consumer and cloud provider.  
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